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Abstract— “Digital Image Watermarking” is the software
technique for hiding data called as Steganography. It is derived
from the Greek words meaning, “Covered writing”, In short it is
the art of information hiding in ways that its detection is
prevented. It is a method of covert and invisible communication,
which adds another step in securing data. Any message in cipher
form may arouse suspicion while an invisible message is not.
Digital stenography makes use of a host data or message known
as a “Container” or “Cover” to hide another data or message in
it. The normal way of protecting information data was to use a
encryption. Steganography is also used to place a hidden text in
images, audio, and video, a technique referred to as
watermarking. The information to be hidden is embedded into
the cover object which can be a text, image, or audio /video file in
such a way that the existence of the message is not detected and
the appearance of the resulted exactly matches the original. The
main aim of steganography is to hide the data in the message
present in the transmission medium. To ensure secrecy or
privacy of communication between two parties, various methods
are being developed. Cryptography is one of main methods. Also,
there are various different techniques that can be implemented to
attain security of a certain level. Here we study various
techniques for data hiding in images, known as Digital Image
Steganography.
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I. INTRODUCTION

This document is a template. Steganography [34]
is the art of hiding information within innocuous
cover carriers in ways such that the hidden message
is undetectable. In Greek, “stego” means ,,covered"
or “secret” and “graphy” means “to write” and
therefore, steganography becomes “covered or
secret writing”.The information to be hidden is
embedded into the cover object which can be a text
matter, some image, or some audio /video file in
such a way that the very existence of the message is
undetected by maintaining the appearance of the
resulted object exactly same as the original. The
main aim of steganography is to hide the data in the
message present in the transmission medium.

Cryptography [35] is the science of encrypting
data such that one cannot understand the message,
whereas in steganography the mere existence of
data is hidden such that its presence cannot be
noticed. Using cryptography techniques leads to
suspicion whereas in steganography the existence of
encrypted message is invisible and hence data is
secure. steganography can be thought of as an
extension of cryptography, and it is commonly used
where encryption is not allowed.

Steganography on the basis of cover object may
be of many types like the Image Steganography,
Video Steganography and the Audio Steganography,
etc. The most common is Image Steganography
because of popularity of digital image transmission
over the internet. Image Steganography makes use
of redundancy in the digital image [2, 11] to hide
the secret data. It may be divided into two
categories. The first one is spatial-domain methods
and the second one is frequency-domain ones. In
the spatial domain, the secret data are embedded in
the image pixels directly. In the frequency-domain,
however, the cover image is first transformed to
frequency-domain, and then the secret messages are
embedded in the transformed cover image.

Il. SPATIAL DOMAIN TECHNIQUES

LSB substitution [3, 4] method uses fixed k Least
Significant Bits in each pixel of cover image to
embed secret message. This method is the easiest
method to hide message in an cover image.
However, it is easy to uncover a stego-image
produced by the Least Significant Bit insertion
method.

In distortion technique method few pixel property
of the cover image is changed according to data
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information. The deflection of distorted from
original image contains secret information.

1. TRANSFORM DOMAIN TECHNIQUES

On embedding information in spatial domain,
encrypted image may be subjected to losses if the
image undergoes any image processing technique
like compression, cropping etc. To overcome this
losses problem, transform domain techniques are
made use of. Here we embed the information in
frequency domain such that the secret information
is embedded on the significant frequency values
while higher frequency part is omitted.

Frequency transformation is carried out to the
image and then data is hidden by changing the
values of the transformation coefficients with
respect to data information accordingly. There are
three types of transformation techniques:

1) Fast Fourier Transform: In 2D FFT cover
image is first converted to the frequency transform
domain and then secret data bits are embedded on
the significant coefficients. FFT includes the
complex term also, hence more mathematical
computations is required to be computed. In FFT
method time complexity is higher than in DCT
method.

2) Discrete Cosine Transform: In 2D DCT is
used for transforming the cover image [5, 6]. DCT
though is derived from the FFT, it requires fewer
multiplications than the FFT as it works only with
real numbers. The DCT produces fewer significant
coefficients than FFT in its result, leading to greater
compression. DCT is the popular technique in the
field of steganography [17]. If after DCT
transformation, quantization step is also undertaken
as in Joint Photographic Experts Group (JPEG)
compression [1] then it becomes robust to JPEG
compression and is called as JPEG steganography
[26].

3) Discrete Wavelet Transform: In DWT [9-12]
is used to separate high frequency components from
the low frequency components. It replacing the high
frequency part by the required secret data. The
maximum capacity of embedding in this technique
is much greater than DCT steganography [23].

V. CHALLENGES IN STEGANOGRAPHY

The major challenges faced in achieving high
effectiveness in steganography are:-

A. Security of Hidden Communication

Steganography techniques should be able to
produce high imperceptibility in order to avoid
raising suspicions. The hidden data contents should
be invisible from both perceptually and statistically
point of view.

B. Size of Payload

Watermarking needs only a small amount of
copyright information to be embedded whereas in
steganography large amount of data is embedded.
Hence  Steganography  requires  sufficient
embedding capacity for hidden communication. The
requirements of higher payload and secure
communication do not go together and hence are
often contradictory. Therefore a tradeoff is sought
depending on the specific application scenarios.

C. obuRstness

Robustness to image processing techniques like
compression, cropping, resizing etc. i.e. is required
to be overcome by the Stego-image. when any of
the above techniques are performed on stego-image,
secret data should not be lost completely. No single
technique of steganography exists which provide
all the three properties at high level. There is always
a trade-off between the maximum capacity of the
embedded data and the high robustness to certain
attacks, while still keeping the perceptual quality of
the stego-medium at an acceptable level. Attaining
high robustness to signal modifications and
high insertion capacity at the same time [30] is not
possible to be achieved.

V. PERFORMANCE EVALUATION MATRICES

The information providing parameters on the
performance of the Steganography techniques are as
follows:-

A. Embedding Capacity

It is the maximum capacity of the secret data
that can be embed in cover image without being
noticeable or degrading the integrity of the cover
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image. It is represented in bytes or Bit Per Pixel
(bpp).

B. Mean Square Error (MSE)

It is defined as the square of error between cover
image and the encrypted stego-image [33].The
image distortion with respect to coverimage can be
measured using MSE and is calculated using

Equation 1.
1 VPsu o 12
MSE:LE] Ef:lel[Xfi _XU') ......... (1)
Where:
Xii: The intensity value of the pixel in the cover
image.
X

¥
ii: The intensity value of the pixel in the stego
image.

M*N: Size of an image.

C. Peak Signal Noise Ratio (PSNR)

It is defined as the ratio of peak square value of
pixels and the MSE. Decibel is the unit it is
expressed. It measures the statistical difference
between the coverimage and stego-image, and is
calculated using Equation 2.

2552
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D. Histograms

Histogram is a measure of the number of
occurrence of pixels with respect toa particular
pixel value  [29].  During embedding  pixel
value changes the number of pixel having a
particular pixel value changes. These changes are
used to detect steganography. If lower is the
difference of histograms between coverimage and
stego-image results in more resistivity to detect the
data information in stego-image.

VI. TECHNIQUES USING TRANSFORM DOMAIN

JPEG steganography is implemented using
Discrete Cosine Transform by converting image
into frequency domain. JPEG steganography is just
the modified version of JPEG compression.

A. JPEG Compression
The Joint Photographic Experts Group developed
the JPEG [1] algorithm to address the problems,

specifically the fact that consumer-level computers
had enough processing power to manipulate and
display full color photographs. Full color
photographs requires a tremendous amount of
bandwidth to transfer over a network connection,
and requires just as much space to store a local copy
of the image. Other compression techniques has
major trade offs. They have either very low
amounts of compression, or major data loss in the
image. The JPEG algorithm was created to
compress photographs with minimal data loss and
high compression ratios. The image is divided into
8 x 8 pixel blocks and a DCT is applied to each
block to convert the information from the spatial
domain to the frequency domain. The frequency
information is then quantized to remove redundant
information. Finally, the standard compression
techniques compresses the final bit stream.

B. JPEG Steganography

JPEG steganography is more important and
popular because stego-image produced are robust to
jpeg compression by these techniques. The secret
data is embed after quantization phase of JPEG
compression. The secret its modify only significant
quantized DCT coefficients. Subsequent steps are
similar to JPEG compression. In this way stego-
image is produced in .jpg format directly. Some
JPEG steganography techniques are as given below:

VIl. STEGANOGRAPHIC TOOLS

A. Jpeg-Jsteg

In Jpeg-Jsteq, the secret messages are embedded
in LSB of quantized DCT coefficients. Its execution
steps are described briefly as follows.

First, JPEG partitions a cover image into non
overlapping blocks of 8*8 pixel, and then it uses
DCT to transform into DCT coefficients each block.
The DCT coefficients results are scaled according
to a quantization table. The embedding sequence
employed in Jpeg-Jsteg is in the zigzag scan order.
After embedding the secret message in each block,
to compress each block Jpeg-Jsteg uses coding
methods such asRun-Length coding, Huffman
coding, and DPCM of JPEG entropy coding.
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Finally, JPEG stego-image is obtained from Jpeg—
Jsteg but has limited message capacity. Most
important coefficients are located around the low-
frequency part in DCT transformation. The
quantized DCT coefficients in the low-frequency
part are modified by Jpeg—Jsteg. Therefore, when
the cover-image undergoes a high compression ratio,
the image quality of Jpeg-Jsteg is degraded. The
advantages are it is robust to JPEG compression and
it has Less bandwidth requirement for stego image
transmission because of its reduced size. The
disadvantages are that the embedding of secret
messages in cover image is limited and the high
detectability as it introduces characteristic artifacts
into the first order statistics (histogram) of DCT
coefficients.

B. Steg-Hide

Graph-theoretic approach to steganography is
used by Steghide. It embeds by swapping Discrete
Cosine Transform coefficients and thus avoids
changing the histogram. The embedding done by
exchanging pixel values implies that the first-order
statistics (i.e. the number of times a color occurs in
the picture) is not changed. The sender splits the
cover-image in 8 x 8 pixel blocks during the
encoding process; each block encodes exactly one
secret message bit. A pseudorandom block bi is
used to code the ith message bit in the embedding
process. Both sender and receiver agree on the
location of two Discrete Cosine Transform
coefficients, which is used in the embedding
process Before the communication starts; we denote
these two indices by (ul,vl) and (u2,v2). The two
coefficients correspond to cosine functions with
middle frequencies; this ensures that the
information is stored in significant parts of the
signal (hence the embedded information will not be
completely damaged by JPEG compression). The
advantages are that it cannot be detected by
steganalysis which uses first order characteristics,
because histogram is preserved [27] and itt provide
Robustness to JPEG  compression.  The
disadvantages are that its embedding capacity is
less than Jsteg too and the cover size in which
message embedded is always multiple of 8 which
can be used to detect the presence of secret message.

VIlI.  CONCLUSION AND FUTURE SCOPE

Spatial domain techniques embed information in
easy ways, but they are very highly vulnerable to
even small cover modifications. Therefore the size
of stego-image cannot be reduced. By simply apply
signal processing techniques the secret information
can be destroyed entirely. The small changes
resulting out of lossy compression systems yield
even to total information loss in many cases.
Transform domain methods are used to hide
messages in significant areas of the cover image
which are more robust to attacks. As a result lossy
compression such as Jpeg compression can be
performed and size of stego-image can be reduced.
But the disadvantage is that only few messages can
be embedded in the cover-image. The embedding
capacity is also very less than spatial domain
techniques. High PSNR, high perceptual quality and
high embedding capacity are provided by the spatial
domain techniques but these not provide robustness.
On the other hand robustness while providing very
less embedding capacity, low PSNR and low

perceptual quality are provided by transform
domain.
Trade Off between the three properties,

perceptuality, embedding capacity and robustness
exists. New techniques should be developed to
maintain these three properties at very high level.
The few areas which are new in steganography are
to increase the embedding capacity while
maintaining the robustness of Stego-image Wavelet
transform can be used. To reduce the impact of
steganography i.e.to increase the PSNR, Hamming
coding or Matrix coding can be used.
Cryptography techniques like RSA, AES and hash
functions can also be used with steganography to
provide more security.
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